«YTBEPXIAIO»
'EHEPAJIbHBIN JIUPEKTOP
000 MKK «TengepJlura»

Pexomenpanuu O6mecTBa ¢ OrpaHHYeHHON 0TBETCTBEHHOCTbI0 MHKPOKPEAHTHAS KOMIIAHUS
«TenpepJlura» mo 3amure
HHpOpMALHH B He/IsAX NPOTHBOJCHCTBHSA HE3AKOHHBIM (PHHAHCOBBIM ONEPAIHAM.

1. OBuiecTBO ¢ OrpaHHUEHHON OTBETCTBEHHOCTHIO MuKpokpeauTHas kommanus «TerpepJluray (OOO MKK
«TennepJluray) B pamkax cobmomeHus TpedoBanuii [lonoxxenust banka Poccum ot 17.04.2019 Ne 684-I1
«ITonoxxenuss 06 ycTaHOBIEHUH OOS3aTENbHBIX /IS HEKPEOUTHBIX (PMHAHCOBBIX OpraHM3aluii TpeOOBaHMI K
obecreyeH IO 3aIUThHl HHYOPMALMHU NIPH OCYIIECTBICHUH JAESITeBHOCTH B Chepe (PHHAHCOBBIX PHIHKOB B LEJAX
NPOTHBOJEHCTBUA OCYILECTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIEpalyiiy  YBEOOMJISET CBOMX KJIMEHTOB
UCIIOJIb3YIOIIMX —~ aBTOMATU3MPOBAHHBIE CUCTEMbI Ui TOJYYeHHs, TMOJArOTOBKH, OOpaDOTKH, Tepeaadd |
XpaHeHus MH(OPMaLMK B 3JIEKTPOHHON (OpME O BO3MOMKHBIX PHCKAX IMOJNYYEHHsS HECAHKIIMOHMPOBAHHOIO
J0CTyna K MH(pOPMAaLUH, C LIeJIbIO OCYLIEeCTBICHNS (PUHAHCOBBIX ONepaLyii TMLAMH, He 00Iaar0IMMK IPaBOM
WX OCYIIECTBJIEHUS, B TOM YMCIIE NPU yTpaTe (IoTepe, XHUIEHUH) KIMEHTOM YCTPOUCTBA, ¢ MCTONB30BaHHEM
KOTOPOrO MM COBEpPILIAIMCh AEHCTBUSA B LIENAX OCYILECTBICHHUS (DHMHAHCOBOM omepaudd U HEoOXOIUMOCTH
3a1lMThl MHQOPMALMH OT BO3JACGHCTBUS MPOrPAMMHBIX KOJOB, MPUBOMAIIMX K HAPYIICHHUIO LITATHOTO
(YHKLIMOHUPOBAHUS CPEICTBA BBIYMCIMTEIBHON TEXHHKH, CBOEBPEMEHHOMY OOHAPY)KEHHMIO BO3AEHCTBHS
BPEIOHOCHOTO KOJa.
2. B uensx npeloTBpalleHHs HECAHKLMOHUPOBAHHOIO AOCTyNa K WHGOPMAUMHM W HAPYIIEHHS LITATHOTO
(GyHKUMOHMpPOBaHUS cpeAcTBa BeurcuTeabpHoM Texaiuku OO0 MKK «TenzepJInray peKOMEHIAYET CAEMYIONIHE
MepbI 3aIHThI:
2.1. B uensax 3amuTbl MOOWIBHBIX YCTPOMCTB:
* CBOEBpEMEHHO yCTaHaB/IMBaTe OOHOBIEHHUs 6€30MaCHOCTH OTNePALHOHHOMN CUCTEMBI;
* [lpy HanMyYMM TEXHUYECKOH BO3MOXKHOCTH BKJIIOUMTE LIM(PPOBAHME NAHHBIX Ha| CBOEM MOOHIBHOM
YCTPOWCTBE;

* He orkymoualite W He B3JaMblBaliTeé BCTPOSHHBIE MEXaHM3MBbI OE30MACHOCTH BALIEr0 MOOHIBHOTO
YCTPOMICTBA,;

* Coxpangiite B TaiiHe Bammu ums monb3oBatens (JOTHH), Mapojb UL AOCTYNa B WH()OPMALMOHHBIE
cuctembl 1 CMC-konpl. He cooOuiaiite a1 JaHHBIE HUKOMY

* VueTHbIE 3aMCH ONEPALMOHHON CUCTEMBI JOJKHBI OBITh 3aLMLICHBI MAPOJISMH;

* He xpaHuTe JIOTMH U apoJib B MOOWIEHOM TeniedoHe, cMapTQOHE;

*  PeryssipHO IPOU3BOAMTE CMEHY MapoJeii;

* He nucnone3syiite 0AMHAKOBbIE JIOTHH ¥ NMApOJIb JJIsL JOCTYIA K Pa3sIMYHLIM CHCTEMAM;

* JlnvHa napoJist JO/KHA ObITh HE MeHee 8 CUMBOJIOB;

* B mapone 06s3aTenbHO JOMKHEI TIPUCYTCTBOBATD 3arjlaBHbIC M IPOIKMCHBIE CUMBOJIBIL, LU(PPEI, a TAKKE
crienyasbHble CUMBOJIBI, Haipumep, #, %o, ™, * U T.1.;

* He ucnone3yiite QyHKLHIO 3aTIOMUHAHUS JIOTHHA U NIApPOJIS;

* B kayecTse maposs He clieqyeT UCIOIb30BaTh UMs, HaMUIIUIO, JEHb POXKAEHMUS U IpYIUe NaMATHBIE JaThl,
HOoMep TenedoHa, aBTOMOOMIIA, aAPeC MECTOXKMTENbCTBA W JPYrHMe IaHHBIE, KOTOPHIE MOTYT OBITh
10400 paHkl 3/I0YMBILIJIEHHUKOM MyTeM aHan3a WHOPMALIUK O MOJIb30BATENE;

* He npousHocute BeiyX, He 3aMKCHIBAiiTe M HE XPAHHUTE B JIOOOM JAOCTYITHOM IIOCTOPOHHUM JIMLIAM MECTE
napoJiu.

2.2. B uessx 3aluThl MepPCOHANbHBIX KOMITLIOTEPOB:
" HUCIOJIL3YHTE TOJILKO JIMLEH3MOHHOE CUCTEMHOE U NIPUKJIAJIHOE TIPOrPaMMHOE 00eCIieueHHE;
® YCTaHOBMTE Ha KOMIBIOTEP TOJBKO OJIHY ONEpalMOHHAS CUCTEMA;
® HE yCTaHaBJIMBAiTe M He UCIOJb3YiTe Ha KOMIMBIOTEpPE MPOrpaMMBI JJIsl yIAJICHHOTO yIpPaBIeHHS;

* YCTAQaHOBHMTE W PETYNAPHO OOHOBJANHTE aHTUBUPYCHBIC Tmporpammbl (Hampumep, Kaspersky, Dr.Web,
Symantec, Avira, ESET, NOD 32, McAfee).




CBOEBPEMEHHO IIPOBOJHMTE OBGHOBIEHHE CHCTEMHOTO M MPHKIATHOTO IPOrPaMMHOI0 00ECHIeEHHS.

I IoCcTyna K MHQOPMAIMOHHBIM CHCTEMaM He UCIIOJIB3YHTe 001Ie0CTYIIHbIE KOMITBIOTEPHI (HalpuMep,
YCTaHOBJICHHbIE B MHTEPHET-Kade, TOCTHHHMIE), MyOauuHble OeCIIPOBOHBIE CETH (6CCHJ'IaTHI>II/I Wi-Fi u
npouee)

Tpu nepeade HHPOPMALH C UCTIONB30BAaHHEM Yy KHUX KOMIIBIOTEPOB, MOCIIE 3aBepméHm BCeX oreparuii
yOeNTECh, YTO TIePCOHAIBHBIC JAaHHBIC U APYyTras HHQOPMALHA He COXPAHMIIUCE,

HE Tepe/iaBaiiTe NepCOHABHBIX JAHHBIX M HHON KOH(HAEHIIMAIBHONH HH(pOpMALIU TIH TOJTyYEHHHU MTHCEM
N0 3JIEKTPOHHOM 1oYTe OT SKOOBI MpeAcTaBuTeIedl 6aHKOB M MHBIX (DUHAHCOBBIX opraﬁmaunu eciu
MOJTyYeHHe TaKUX TICEM HHULMUPOBAHO He Bamu; ,

HE MEPEXOJIUTE 110 CChUTKAM B TAKUX MMUCHMAaX, He OTKPBIBANWTE BIIOYKEHHBIE HpI/IJ‘IO)KeHl/I}I (Takue pecypcs
MOTYT COJIepPKaTh BPEAOHOCHOE MPOrPaMMHOE 00€CTIEUEHHUE); |

B cilydae OOHApY:KeHHsI TIOJIO3PUTENBHBIX JeHCTBUN, COBEPLIEHHBIX B KOMHBIOTepe He3aMeUTUTEIIEHO
CMEHUTE JIOTHH ¥ NapoJib;

npy OOHAPY/KEHWH COBEPIICHUS] HE3aKOHHBIX (MHAHCOBBIX OMEpaluil — He3aMellJ'II/ITeJ'II>HO nojaiire
3asBJICHUE O JAHHOM (haKTe B IPABOOXPAHUTEIILHBIC OPraHbl U COXPAHHUTE ,HOKaSaTeJ'ILCTBa JaHHOro (hakTa
B YCTpOMCTBE. ,

npu paboTe ¢ MHBIMU HOCHTEIISIME HH(OPMaLUK TIepesl HauajloM padoTel ocymeCTBn;mTe HX MPOBEPKY Ha
NPEIMET OTCYTCTBUSI KOMITBIOTEPHBIX BUPYCOB.

2.3. B nensix 3amuThl HH(GOpPMALUMK OT BO3/IEHCTBUS IIPOrPAMMHBIX KOZOB, IIPUBOISIIIKX K HapyIHeHI/IIO IITaTHOT'O
(YHKIIMOHUPOBAHUS CPEJICTBA BEIYMCIIUTEIBHON TEXHUKH:

OGHORBJIHTE aHTUBUPYCHBIE IIPOrPaMMBbI Ha TIOCTOSHHOM OCHOBE;

OCYIIECTBIIANTE PEryIsipHbIA KOHTPOJIb pab0TOCIIOCOOHOCTH aHTUBUPYCHBIX nporpaMM

cosjaiite YCJOBHs, IIPH KOTOPBIX HEBO3MOXKHO HECAHKLMOHUPOBAHHOE OTKJIIOYEHUS CPEJICTB
AHTHBHUPYCHOM 3aILUTHI;

AHTUBUPYCHAS 3all[UTa JOJUKHA 00ECIeurBaTh COXpaHEHHE Oe30IacHOro COCTO)IHI/ISI I/IH(bOpMaHI/II/I npu
M0OBIX cO0SX;

BBIHECHTE SIPJIBIK IS 3aI1yCKa aHTHUBUPYCHOM MpOrpaMMbl Ha paOouHii CTON HepCOHaJIbHOFO KOMITBIOTEpa
W UCIIONB3YHTE ero peryssipHo.



